mgm ¥ i
& op-iot P R S8AT WAk T ERAET :'
XM s PR AR AR R
TG463 5G TIKRISLILEEH V3.0 AR
PR AR TG463 347 T

TG463 5G FIkM=FH P Ut

V3.0
REEATIER
H # 7S Tt B3 E&
2020. 4. 16 V1.0 VIGERRAS i
2020. 5. 10 V2.0 ADC DI FREN%3% Wil
2020. 11. 10 V3.0 B e FI AL
Add: BT 4 E = AAF144427-28 2 /C074#R14 % Tel: 0592-6211782 m

www.top—iot.com Fax: 0592-6211727 W



-
Tr7 IR B8 A AT gl
H %

F—F mREN 3

Lo L PP BRI oo 3
Lo 2 P IR ST Bl oo 4
LB FREFTE oo 4
FoE FRRE 5
20 Lo BZBERTHITA oo 5
2. 2. T ZEE T oo 5
F=% SHERE 8
T TR = OO OO 9
B 2 BB oottt 12
TR T OO OO 17
B VPN oo 22
B B TR oot 28
3B, I TAE oo 29
3.6 HIZ2LI2 T oottt nas 37
B T B ettt 40
Add: JB 1T 444 B = 4AF144427-28 2 /COTAR14 2 Tel: 0592-6211782

www. top—iot.com Fax: 0592-6211727



mgu ¥ 50
| Rrsh TR R SRAT ARk T AR T :'

1. 1 7= itk

TG463 FAM AR —3K Lok g 56 TIEMI G, HAHERRKIZHEAE ). W& A 2 IRt
FaE VAR e, BATHEERR . ThEe . SCRRAGT SIRr . B NGRS AR
IIMTREDT . SCRR4INIE 5G/4G/3G, FRAE N EDGE. CDMA 1X J GPRS [M%%, [AlIN 32 45 2 fif
VPN /i (OpenVPN, IPSEC. PPTP. L2TP %) SRARIFAMEALHI 24t nIoaent %24
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MBI Xt L BURAX
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3.1. BF

—HRE CHE” , HTEBRGHRE BMBTRE,

3.1.1. R4

BRERGMRIMEE, Wi

RS

4%

FilE router

FHNES Router

SN 20200827714

El R 63106

BAEELTE 2020-08-25 08:18:54

FtaaiE 2020-08-25 14:45-06 Tuesday
1=E{THLE Oh 7m 5s

FRE 012,025 017

HE

TTFREL | 220364 KB / 252004 kB (27%) |
ZEHIEL | 205016 kB / 252004 kB (81%) |
BEr || 10924 kB /252004 kB (4%) |
2Ef | 4424 kB / 252004 kB (1%)

3.1.2. PN

S~ WAN. LAN. WIFT. DHCP Z&MZ%R4s, WK :

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727



mgm ¥ i1iq
'Top-iot

TR 84T AL iRk 7 E AT :'

W&

ity
1Pva WANIRE & ¥
\=b0 MBHE: 10.23.15.241
FIMERY: 255 255 256 252
FEE 10.23.15.242
: 2aeci86:72:dfb0
DNS 1: 218.85.152.98
DNS 2: 215.85.157.90
CHEE Oh Om 44
ol =5: 76 (51 dBm)
FE: 55
SIMFHARE: 0N
IMEI: -
ICCID: 88500316245025672253
=ity cEs
ERRT fa
b=t [ 15/ 16384 (0%)
LANHAZE
1PEEE 192 162 1.1
FEER 255255 2550
DHCPEEE B8R
MACHELE 00:52:24:51:31:0
3 B8R
SSID Router
= 1
m= wpalpsk-sas
MACHEHE 00:06:43:26:00:40
DHCP%
20 1Pvd-HiiE MAC-fitt FREER
BECHEES,
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EETEREE,
ARP
1Pua-HinE MAC-HENE 20
182.168.1.211 00:0e:chaaetle brelan

HE IPvaR B
wan 0.0.0.0/0 10.23.15.242 Q
wan 10.23.15.240/30 0.0.00 Q
lan 182.168.1.0/24 0.0.00 Q
FERNAY) PyB-HEEs
i HE IPvE-R a3
tan FD42:E6F 3:1C5A:0:0:0:0:0/64 0:0:0:0:0:0:0:0/0 00000400
lnopback FD42:E6F 3:1C5A:0:0:0:0:0/48 0:0:0:0:0:0:0:0/0 TFFFFFFF
aopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF
Ioopback 0:0:0:0:0:0:0:1 0:0:0:0:0:0:0:0/0 00000000
lan FD42:E6F3:1C5A:0:0:0:0-0 0:0:0:0:0:0:0:0/0 00000000
lan FD42:E6F3:1C5A:0:0:0-0-1 0:0:0:0:0:0:0:0/0 00000000
{ethQ) FF00:0:0-0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
lan FF00:0:0-0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
wand FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
{wian0) FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
{wian1) FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
wan FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100
loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF

3.1.4. RGHZE

AT ERAGHE, BAET. RAFNBIHDIRE, Wl
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RERE

O #=H= || O #FH= |0 BFBE=

Aug 25 14:4T:28 sysiogd started: BusyBox v1.28.4 -
Aug 25 08:47:28 kemel: klogd staried: BusyBox v1.23.4 {)

128 kemel: [ 0.000000] Linux version 4.14.180 (sundge@iocall
2 kemel:[ 0.000000] SoC Type: MediaTek M
Aug 25 06:47:28 kemel: [ 0.000000] bootconso
Aug 25 08:47-28 kemel: [ 0.000000]
Aug 26 08:47:28 kemel:[  0.000000]
Aug 25 08:47:28 kemsl: [

stincaldomain) (gec version 7.3.0 (OpenWirt GC

3.0 r8075

-F4815¢5]) #0 SMP Fri Aug 7 07:48:0¢

ver1eco:3

arly0] enabled
CPUO revision is: 0001882f (MIPS 1004Kc)
PS: machine is TG483

smined physical RAM map:

Aug 25 06:47:28 kemel: [ 10000000 @ 00000000 (usable)
Aug 25 08:47:28 kemel:[ 0.000000] Initrd not found or empty - disabling initrd
Aug 25 06:47:28 kemel:[  0.000000] VPE topology 2,2} total 4

Aug 25 06:47:28 kemel- [ 0.000000] Primary instruction

Aug 25 06-47:28 kemel-[  0.000 Primary data

Aug 25 08:47:28 kemel:[  0.000000] MIPS secondary cache 256kB. 2-way. linesize 32 bytes.
Aug 25 06:47:28 kemel:[  0.000000] Zone ranges

Aug 06:47:28 kemel: [ fmem 0::0000000000000000-0x00000000CHH]
Aug 25 08:47:28 kemel: [ empty

Aug 25 08:47:28 kemel: [ e start for each node

wde  0: [mem 0x0000000000000000-0x:000000000FFFH]
0000 -0::000000 00O

nitmem setup node 0 [mem Cx000000

Aug 25 08-47:28 kemel: [ On nade 0 totalpages: 85536

Aug 26 08:47:28 kemal:[  0.000000] free_ares_init_node: node 0. pgdat 8071200, node_mem_map 81003000
Aug 25 08:47:28 kemek: [ 0.000000] Normal zone: 512 pages used for memmap

Aug 25 06-47:28 kemel- [ 0000000 0 pages reserved

Aug 25 08:47:28 kemel: [ 0.000000] 65526 pages. LIFO batch:15

Aug 25 06:47:28 kemel: [ 0.000000; | random_bytes called from start_kermel+
Aug 06:47:28 kemel: [ 526224 ra1
Aug 25 08:47:28 kemel: [ o 028 w7344 alloc

Aug 25 08:47:28 kemel: [ 0.000000] pepu-alioc: [0] 0 0] 1 {012 [0] 3

Aug 25 06-47:28 kemel: [  0.000000] Built 1 zonelists, mobility grouping on. Total pages: 65024

Aug 26 08:47:28 kemek: [ 0.000000] Kerne! command line: console=ttyS0.115200 rootistype=squashf
Aug 26 08:47:28 kemel: [ 0.000 jes: 1024 (arder: 0. 4006 byte:
Aug 25 08:47:28 kemel:[ 0.000000] Dantry cache hash table entries: 32768 {order: 5. 121072 byles)
Aug 25 :28 kemnel: [  0.000000] Inode-cache hash
Aug 25 :28 kemel
Aug 25 08:47:28 kemel: [
Aug 25 08-47:28 kemel: [
128 kemel: [
28 kemel: [ 0.000000] Hierarchical REU implementation

Aug 25 06:47:28 kemel: [ 0.000000] NR_IRQS ]

Aug 26 08:47:28 kemel: [ 0.000000] clocksource: GIC: mask: OxFFFFHTT max_cycles: Oxcaf473abb4. max_idie_ns: 440705247007 ns

4102428 with cg_i

ble entries: 16384 (order: 4, 65538 bytes)

de, 2875 rwdata, 1306 rodata, 244K init, 253K bss, 10384K reserved. DK cma-ress
4, Nodes=1

3.1.5. VPNIRE

T B8 VPNRE, .

VPN

VPNRE -
W == pptp
IPHEdE 10.10.100.13

FRIEE 255.255.255.255
R 10.10.100.1

EiEEnaE 2h,51m,37s

3.2. &EB

YRR YW E”, EEENTREMSBHLSHE, EEAEUTI6E: SNKE. A
PIVCE . WIFT BB ELARN. MZiSdE.
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3.2.1. WANiE

WAN 5 B 32 8857 FF DHCP/&# &S 1P/PPPoE/3G/LTE S5 s, i FFEMAE N, HiIE
MRIBH, Sy “RAFS 7 B a] DASEELERE .

WANORS

ETE, RTLERWANDESRE

WAN#=

ZrxiER | SEER
EeaE UTE vi

s ]

WEEE O x£ @ par O cHaP O PAPICHAP

ARG HKEL: FRAVEMERAL, BRI AN, W MR RE, W RFRERIME
APN: IZE 1) apn, ANE 2 E 7 A AR P apn, T E# )2 conet, W EIPGE Z 3gnet,
HE S ctnet. BTMRMESHE AL apn, E/RE, @B mELE: BiAkm
apn ZHAT VS HIEE R, AT @ M8, X AME TN

BEEL R, REBRINSE, B&K A s)E HEA G apn. #1185 A ZRE T
(¥) APN Z:5, T4 RIS S T4 11 APN S4B .
PIN: SIM -RHJ PIN i, W EALH], DL A R pmifl.
PAP/CHAP R P 44: R IR FEGAR 4, e RITRUAA.
PAP/CHAP ZfG: & RBf T 2 NBRS, Mo RIAT L=
LRI RIEL MR
WSS AE LA RAF R T T 5.
WIERR.: WRAH P 4, 00, 52 ERAL. PAP B SCAGE, CHAP 22 Fik
E. ZEARYEIZE R M 4RI FER T, BNR S 2R,
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3.2.2. LAN A

LAN [ 36 B F B B B W 44 1) 1P, DHCP fRZS#:ma H, LA e 1P HhihkyE [ .

{0 - LAN

EREEE0ES.

—fREE

ERER ERER

PvadBhl | 18218811
PWFHEE | 255.265.250.0 v

ONSHESE

DHCPHRZE#E

EFER

=EDHCP O @ SEFEOSDHLE.

FE 100 O mEmTREEE s EE,
EFEm 1m0 @ B nEak,
EEsiE | 1en @ EUTEE, ROz,

[en [ n ] s

SR ST

IPv4 Hihitk: FCE LAN HIHbdik.
IPv4 FRIFERG: LAN bbb 405 .
IPv4 P3%: F5H T — Bkt G,

JRHI DHCP: ‘aJife “Z&FAHE (¥ DHCP” &) DHCP AR%5 -

Froh: HACH dhep BRI MGE AL, thin 100, ARFM 192. 168. 1. 100 FFEG AL
ZFH: IO ECH TP MR W IRIT AR U P B Re I 250,
FEFBTE): 73 ECH TP I T

3.2.3. L&

ToLS BRI E A T3 & WIFT 1) SSID, TARM, HHESH, AR AP A] 5E 5 2
AN ES .
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TEigE

EFNE. HILEETENET SRS

24G #=NGE

WiFi24c @ mm O ZA

FI4EE(SSID) | Router

1% | WPA2-PSK-AES v

- R ]

B 11 ~

&% |802.11bgn v
5.8G ENEE

WiFi586 @ m=@ O

b
kil

F#EE(SSID) | Router5G

IE | WPA2PSK-AES v
B 802.11anc v
B2 149 v

I3 ED

Hili” B¢, JFE WiFi Zhg.

P44 (SSID) : LML 4.

f5i8: CHF 1713 (5.

M HATSCHEE 802. 11b, 802. 11g. 802. 11b i#* HAEIAH] 11Mbps, 802. 11g 1] L Z
54Mbps .

RS POLEE, WO HEMAAEN, AReE L. HEE 8 M.

3.2.4. TEZHEW

FE— LB SRR, AR 5 DL A8 FR T T AR 00 o A2 LRI 2 58 I 2SS ) Doy 4 T 4
WL, WERMBURE, st EnER; A2l —BuiaE, WRIERERE L, Siadib
Bk, LLAEIMZ LR H. $NSEE LT
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fEgeiw

RN @ zR O

i
H#

AR | Ping v

FIRMRSE | 14114114114

IRIRMIRSSRE | 202.96.199.133

B |3
EiiElz |60 @
FRER ® =8 O 2/

FMEMERME | 30 @ o

[ | o | oo

HMRA: HArsZFF ping/traceroute/DNS =FhERMIJ5 5.

Ping: ping 2% ping —A IP BiF A, ping NN NAEL .

Traceroute: traceroute &Z%EREREK AT, WIART LLRIA H ik, WAL
DNS: DNS xf#tr— M4, el AT, WIATELR

EE: BRI ping, A traceroute X2 HUEAEIL, DNS fRHTHLR, {HIE N DNS
HEAF, FEEL)E, EELIEN . AR EH ping RHEA M.

ERWRSE R BRI RESH, TLUZ 1P, a4

WERMAR S8 Q0 RARI E RS ARG, 0wy DU £ PRI R 55 4%«

BB WP RN, AT BASR E EAR R
FRIRIRG: T ERIN 8] (¥ 5] [E o

BHRER: WR—EAEL, s B ¢ RAfERENEEEE.

BRORIGE B ] R 2K AL, .

3.2.5. MK

% ¥F ping/traceroute/dnslookup IX =F 5 LB 2T ; ping/traceroute ZEA] LA
R 1P, HT 2B R EEL; nslookup T M — k4 .
il ping, Kl
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v o
%
RS R
RS TE
114.114.114.114 114.114.114.114 www.baidu.com

IPvd Ping @ Traceroute [@ Nslookup

PING 114.114,114.114 (114.114.114.114): 56 data bytes
1 4.114.114: seq= 75 time=209.825 ms

€4 bytes Ir
time=101.596 ms
92 time=35.484 ms
69 time=32.530 ms
65 time=32.437 ms

£.114.114: seq=
£.114.114: 5
.114.114: seq=
114.114.114.114: seq=

€4 bytes fr

-—- 114.114.114.114 ping 3Tactistics —-
§ packets trensmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 32.497/82.326/208.825 ns

M traceroute, HIFE:

11414114114

163.com www._baidu.com

@ Nslookup

iPvd v | @ Ping

Install iputils-traceroute for IPv6
traceroute

7.148.151.214), 30 hops max, 32 byte packets

M7 nslookup, #I:
114.114.114.114 www.163.com www.baidu.com
IPvd v | [@ Ping Traceroute Nslookup

Install iputils-traceroute6 for IPv6
traceroute

Server 127.0.0. 1
Address 1: 127.0.0.1 localhost
Name: www.baidu.com

Address 1: 14.
Address 2: 14.

3.3. &4

LR TR TRCER K H AT MWAN TR K TCP/UDP 45 #R 4> W g 12,
B WAN [ 25 U 0 o an SRR BT RE 1 TP, P (03 AT AU, 0 75 220

Add: BT 4 R = HAF144427-28 & /CO7TH-14 & Tel: 0592-6211782
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BTSRRI A — T

3.3.1. DMZ EHL

DMZ ygg n] DAFE WAN FI bk s e LAN 3 (3 — 5 AL BT 21 WAN Hiuhik i 60 &0 2 9 %
F 45 B 1) LAN 55 E ML

O =5

@ wE BEOMz=H
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